CYBERSAFETY USE AGREEMENT

YEAR 0-4 STUDENTS

The document is comprised of this cover page and two sections:

Section A
¢ The Role of Use Agreements in the Beachlands School Cybersafety Programme

« Cybersafety Rules for Year 0-4 Students, including explanatory notes for Parents*/i.egal
Guardians/Caregivers

Section B
+ Cybersafety Use Agreement Form

Instructions for Parents*/Legal Guardians/Caregivers
1. Read Sections A and B carefully. if help is needed to understand all the language, or there are any
points you would like to discuss with the school, let the school office know as soon as possible,
2. Discuss the Cybersafety Rules for Year 0-4 Students with your child.
3. Sign the Use Agreement (Section B) and return that page fo the school office.
4. Please keep Section A for future reference.

* The term ‘Parent’ used throughout this document also refers to legal guardians and caregivers.

important terms used In this document;
(a) The abbreviation ICT" in this document refers fo the term ‘Information and Communication Technologies’,
(b) ‘Cybersafety’ refers to the safe use of the Infernet and ICT equipment/devices, Including mobile phones.

fc) ‘School ICT refers to the school's compuler network, Internet access facilities, computers, and other school ICT
equipment/devices as outlined in (d) below.

{d} The term ICT equipment/devices' used in this document, includes but is not limited fo, computers (such as
desktops, laptops, PDAs), storage devices (such as USB and flash memory devices, CDs, DVDs, floppy disks,
iPods, MP3 players), cameras (such as video, digital, webcams), all types of mobile phones, video and audic
players/receivers (such as porteble CD and DVD players), and any other, similar, technologies as they come into
use,

This use agreement is based on the NetSafe® Sample Cybersafety Use Agreement for Year 0-4 Students 1
® Internet Safety Group Inc. February 2005
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Cybersafely at Beachlands School - SECTION A

unsure about whether the planned use of a particular device is appropriate, should check with the
ICT Manager, or with the Cybersafety Manager. For students, it is appropriate they check with
their teacher.

Nofe that examples of a ‘school-related activity' include, but are not limited fo, a field trip,
camp, sporting or cultural event, wherever ifs location.

2.4. When using a global information system such as the Internet, it may not always be possible
for the school to filter or screen all material. This may include material which is inappropriate in
the schoo! environment (such as ‘legal’ pornography), dangerous (such as sites for the sale of
weapons), or illegal (which could include material defined in the Films, Videos and Publications
Classification Act 1993, such as child pornography; or involvement with any fraudulent activity).

However, the expectafion is that each individual will make responsible use of such sysfems.

3. Monitoring by the school

3.1. Beachlands Schoo!l has [an electronic access monitoring system which has the capability to
record Internet use, including the user details, fime, date, sites visited, length of time viewed, and
from which computer or device].

3.2.  The school monitors traffic and material sent and received using the school's ICT infrastructures.
From time to time this may be examined and analysed to help maintain a cybersafe school
environment,

3.3.  The school will deploy filtering and/or monitoring software where appropriate to restrict access to
certain sites and data, including email.

However, as in 2.4., the expectation is that each individual will be responsible in their use of ICT.

4. Audits

4.1. The school will from time to time conduct an infernal audit of its computer network, Internet
access facilities, computers and other school ICT equipment/devices, or may commission an
independent audit. If deemed necessary, auditing of the school computer systermn will include any
stored content, and all aspects of its use, including email. An audit may also inciude any laptops
provided or subsidised by/through the school or subsidised by a schoolrelated source such as
the Ministry of Education.

5. Breaches of the use agreement

5.1. Breaches of the use agreement can undermine the values of the school and the safety of the
learning environment, especially when ICT is used to facilitate misconduct.

5.2. Such a breach which is deemed harmful to the safety of the school (for example, involvement
with inappropriate material, or anti-social activities like harassment), may constitute a significant
breach of discipline and possibly result in serious consequences. The school will respond fo any
breach of the use agreement in an appropriate manner, taking into account all relevant factors,
including contractual and statutory obligations.

5.3. If there is a suspected breach of use agreement involving privately-owned ICT on the school site
or at a school related activity, the matter may be investigated by the school. The school may
request permission to audit that equipment/device(s) as part of its investigation into the alleged
incident.

54. Involvement with material which is deemed ‘age-resiricted’, or ‘objectionable’ {illegal), under the
Films, Videos and Publications Classification Act 1983, is a very serious matter, as is
involvement in an activity which might constitute criminal misconduct, such as harassment. In
such situations, it may be necessary to involve law enforcement in addition to any disciplinary
response made by the schooi as a result of its investigation.

6. Other aspects of the school’'s cybersafety programme

6.1. The use agreements operate in conjunction with other cybersafety initiatives, such as cybersafety
education supplied to the school community. This education plays a significant role in the
school's overall cybersafety programme, and also helps keep children, young people and adult's
cybersafe in all areas of their lives. If more information is required, the Cybersafety Manager, or
the Principal, can be contacted.

This uge agreement is based on the NetSafe® Sampie Cybersafety Use Agreement for Year 0-4 Students 3
© Internet Safety Group Inc. February 2005
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12,

13.

14,

15,

16,

17.

18.

18.

20.

21.

1 will be careful with school ICT equipment, and not
play around with it.

if | have anything to do with damaging, iosing or
stealing school ICT eguipmenf, the school may
need to talk to my family about what should
happen.

I will ask the teacher before changing any settings
like screensavers or backgrounds,

| will teli a teacher if | break or damage any
equipment.

I will tefl a teacher if | find something broken when |
start to use it.

| will have nothing to do with making or sending
viruges (such as worms) on purpose.

1 will ask a teacher before printing anything.

investment rhe school has made in expensive ICT
technologies. Also, certain settings may have been
applied to maximise the safety of the students and the
equipment {Such as antivirus settings or restrictlons on
Internef access).

I will not download any files or programmes {such
as games or music) without the teacher's
permission.

Manry files available on the Internet are covered by
copyright, and although they can be easily
downloaded, it may be illegal to do so. Sometimes
even Innocent-looking files may contain malicious content
such as viruses, or spyware (Software that searches for
personal information from your computer and fransmits if to
others over the Internet). As well, some files may contain
inappropriate or illegal material.

! must have a letter from home, and permission
from school, before bringing any disk or other ICT
device from home, uniless it is part of my normal
school equipment. If | am given permission, then [
must use that ICT sensibly.

specified on page one of this document; for
3 example, flash memory devices, iPods, MP3
players or mobile phones. NB Parents should be mindful of
the school's specific policy regarding students and mobile
phones on the school site, and at school-related activities.
Any students bringing such devices from home are also
asked to use them sensibly.

You could take this opportunity to have a discussion with
your child about their general use of ICT whether in or out
af school. It helps keep children cybersafe if they understand
that many of these rules should be followed regardiess of
whose ICT equipment they are using, where they are {for
example, at home, at school, or at a friend s house}, or who
they are with.

I will ask the teacher to check any disk or ICT
device | bring from home (including all disks,
memory storage devices, media players, cameras
and mobile phones), before | use it with school
equipment.

FG’. %
b b

This rule is designed to protect the school's online
security and equipment from viruses which can
" easily be transferred using disks or other storage
dewces such as pen drives or memory cards. If your child is
using a disk or other device to transfer work between home

22,

23,

24,

25,

28,

Cybersafety at Beachlands School — SECTION A
and school, it should be freshly formatted, or ‘blank’, before
use. This may also stop any of your own personal material
Jrom finding its way onto the school's equipment, Even
though every effort is made to keep school equipment virus-
Jree, you should scan your child's disk or device for viruses
before they use it again with your home computer.

I will not copy something somebody eise made or
wrote, and pretend it is mine,

range of information which can be incorporated
oweamw " Into students' work by simply cutting and pasting,
Most of this material is copyrighted, and thus involves
intellectual property issues. Also, the value to students’
learning is questionable if they have not thought through the
information themselves.

! will not bring software or games from outside
school to use on school equipment.

Installing software from home may cause conflicts
N with the software installed by the school
* Beachlands School must also abide by any
lrcensmg requirements included within the software. This
means that unless the school has purchased a copy, it will
not usually be legally entitled to install the software. And as
mentioned in point 19, inappropriate or illegal content may
be involved.

I will not use school equipment to copy any music,
videos, or programmes.

'ﬁ o Any such copying is likely to be restricted by
W copyright laws.  Beachlands School cannot
condone the wuse of its equipment for these

activities.

{ will not use the Internet, mobile phones or any
other ICT equipment to be mean, rude, or annoying
to, or abouf, any other person in the school
community, like studenis or staff.

The basic principles of polifeness and respect
extend to the wuse of information and
Samemw " communication technologies.

The capacity of ICT to increase the scale and scope of
misconduct can make an otherwise minor rule Infringement
into a much more serious matter, For example, name calling
ofien becomes a more serious issue where lexting or
emailing has been used to facilitate harassment.
Cyberbullying can involve a range of misconduct including
the creation of abusive websites.

if 1 break these rules, my family may have to bhe
told, and there might be consequences,

Depending on the seriousness of a particular
breach, possible schoel responses could include
S one or more of the following: a discussion with the
student, informing parents, loss of ICT privileges, the family
possibly having responsibility for the cost of ICT repairs or
replacement, the school taking disciplinary action,

This use agreement is based on the NetSafe® Sample Cybersafety Use Agreement for Year 0-4 Students 5
© Internet Safety Group Inc. February 2005
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